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1. Introduction

As indicated in the LS sent from WFA to 3GPP (see S2-160003), several WLAN deployments – and especially carrier WLAN deployments – are soon expected to support new features which may have an impact on the 3GPP specifications for WLAN interworking. In particular, WLAN terminals and access networks that comply with the forthcoming WFA Optimized Connectivity Experience (OCE) certification program are required to support Fast Initial Link Setup (as per IEEE 802.11ai) and EAP Re-authentication in order to increase the signalling efficiency of WLAN access networks, facilitate their integration with the operator’s core network and improve the WLAN user experience. 
So, how is a 3GPP network impacted when it interworks with a WLAN that applies EAP Re-authentication and/or Fast Initial Link Setup (FILS)? This document attempts to answer this question and to identify the required EPC enhancements.
2. EAP Re-authentication

Fig. 1 illustrates a WLAN access network that supports EAP re-authentication by applying the EAP Re-authentication Protocol (ERP) specified in RFC 6696. The EAP re-authentication is a procedure applied when the UE transitions to a new AP and enables fast establishment of a security context between the UE and the new AP without the need to execute a full authentication procedure. In this sense, the EAP re-authentication may sound similar to the EAP-AKA’ fast re-authentication, but as shown in Fig. 1, the EAP re-authentication is much more efficient (avoids signalling with the 3GPP network) and, additionally, the EAP re-authentication is independent to the authentication scheme (i.e. it can be applied with EAP-AKA’ and with any other EAP-based authentication scheme). 
In the example deployment shown in Fig. 1 the WLAN network supports AAA interworking with a 3GPP VPLMN. The UE operates as an EAP re-authentication peer (ER peer) and the WLAN access network deploys a local EAP re-authentication server (ER server) which is assumed collocated with the WLAN AAA proxy.

Note that the red colour in Fig. 1 is used to illustrate information elements and procedures which are relevant to the EAP re-authentication. Also note that Fig. 1 shows a lot of stage-3 details but they are only shown to clarify how the 3GPP system is impacted.
[image: image1.png]———]

L — —

WLAN

(rusted or VPLMN HPLMN
untrusted)
ER Poer Staor 3GPP swa 3GPP
UE swa AN Y
Proxy Server
UE associates with AP1
EAP-Request Initial EAP-AKA' authentication with
TGentity ERP implicit bootstrapping
EAP-Responsel |  aaA Request
Tdentty TEAP-Requestl AAA Request
Identity, Domain TEAP-Requestidentty, AAA Request

name]

Domain name, DSRK Request]

Domain name, DSRK Requet

[EAP-Requestidentity,

Derive MSK, EMSK

EAP-AKA' authentication

Derive MSK, EMSK

EAP-Success

AAA Response
[EAP-Success,
MSK]

G-way handshake:
Derive Transient keys from MSK.
Apply Transient keys for
encryption.

AAA Response
[EAP-Success, MSK,
DSRK, DSRK Lifetime,

DS

PRCECTCIEN

UE associates with AP:

iate/
~"Re-auth-Star(D|

Derive DSRK
from
EMSK, Domain name

Derive DS-1RK, DS-1IK
from

DSRK e

)

Re-auth(SEQ,

{MSKname@Domaif
name)

o

Derive TMSK from
DS-1RK, SEQ

tegrity.

_ protected
with DS-rIK

Verify integrity checksum

(

ER server has the right
DS-rIK)

‘d-way handshake:
Derive Transient keys from rMSK.

Apply Transient keys for
encryption.

Data trafiic

EAP

Derive DS-1RK, DS-IK’
from

RK

main name)

T Integrity
__protected
with DS-r1K

EMSKname@Domain n

AAA Request
EAP-Ini .a«e/Reaum(iF"Q

EAP Ro-
authentication |
(outside 3GPP|

scope) authenticatior

Integrity Key
SEQ: Sequer

EMSKname
"EMSK® | 0"

e))

(UE has the

Verffy integrity ohecksum

Verify SEQ

DS-RI

Derive tMSK from

K, SEQ

AAA Response
Finish/Re-auth,
MSK]

[
[
[
[
[
[
[
it DS-1K) |
[
[
[
[
[
[

DSRK.
from
EMSK, Domain name

See
RFC 5295

AAA Response

TEAP-Success, VS|

DSRK, DSRK Lifetime,
EMSKname]

DSRK - Domain Specify Root Key

DS-rRK > Domain Specifc re-

n Root Key

DS-rIK > Domain Specific re-authentication

nce used for replay protection

KOF ( EAP Session-ID,
length )




Fig 1: Interworking with a WLAN that deploys a local ER server.
The signalling procedure shown in Fig. 1 (and also in subsequent figures) is not extensively discussed in this document because most of aspects of this procedure are outside the scope of 3GPP. However, Fig. 1 helps us identify how the various 3GPP functional elements and interfaces are impacted. We observe that the signalling procedure is composed of two parts: 
(1) Initial EAP-AKA’ authentication with extensions to support ERP bootstrapping (i.e. creating keying material in the local ER server and in UE which is used later during the EAP re-authentication); and

(2) the EAP re-authentication which is executed between the UE and the local ER server in the WLAN network.

It is evident from Fig. 1 that only part (1) has impact to the 3GPP network.

The conclusion from studying the signalling in Fig. 1 is that:
-
Conclusion 1: To support interworking with WLANs that deploy a local ER server, the 3GPP AAA proxy, 3GPP AAA server and the STa, SWa and SWd interfaces need to be enhanced in order to support the applicable EAP re-authentication procedures specified in RFC 6696.

Fig. 2 below illustrates another deployment scenario where the WLAN access network does not deploy a local ER server (nevertheless the APs and the UE are ERP-capable). In this scenario, the ER server is deployed in the HPLMN and assumed collocated with the 3GPP AAA Server. One possible motivation for HPLMN to deploy an ERP server is to expedite the re-authentication when the UE transits to a new AP; see bullet (3) below.

The signalling procedure shown in Fig. 2 is composed of three parts: 
(1) Initial EAP-AKA’ authentication: Since the WLAN network does not deploy a local ER server, the EAP-AKA’ authentication is executed without any modifications or enhancements.

(2) ERP explicit bootstrapping: This procedure is initiated by the UE (typically right after the EAP-AKA’ initial authentication) and is required for the UE and the ER server in HPLMN to create the keying material that is later used during the EAP re-authentication phase.

(3) EAP re-authentication: Initiated when the UE associates with a new ERP-capable AP. A security context is created between the UE and the new AP with only one 1 round-trip delay between the UE and the ER server (in contrast, EAP-AKA’ fast re-authentication requires 2 round-trips).
The conclusion from studying the signalling in Fig. 2 is that:

-
Conclusion 2: To support interworking with WLANs when the ER server is deployed in HPLMN, the 3GPP AAA proxy, 3GPP AAA server and the STa, SWa and SWd interfaces need to be enhanced in order to support the applicable EAP re-authentication procedures specified in RFC 6696.

Except the two deployment scenarios considered above (in Fig. 1 and Fig. 2) other scenarios are also possible, e.g. to deploy the ER server in the VPLMN. However, in all deployment scenarios we believe that the impact on the 3GPP system remains the same (as identified in Conclusion 1 and Conclusion 2).
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Fig 2: Interworking with a WLAN that does not deploy a local ER server.

3. Fast Initial Link Setup (FILS)

The Fast Initial Link Setup (FILS) is a procedure specified in IEEE 802.11ai which enables a UE to connect to a FILS-capable AP and receive an IP address within 100 ms after entering the coverage area of AP. Reducing the time for link setup is considered particularly useful in WLAN deployments in which a large number of UEs simultaneously enter the coverage of a WLAN AP (train stations are used as a typical scenario). FILS specifies many enhancements to 802.11 that expedite the AP discovery, the network discovery, the AP association and authentication, etc. 
To identify the impact of FILS to 3GPP networks we consider Fig. 3 below which illustrates a deployment scenario where a FILS-capable WLAN network interworks with a 3GPP VPLMN. It is assumed here that the FILS-capable WLAN deploys a local ER server (this is the most typical scenario which can really accelerate the link setup between the UE and the AP). It is important to note that FILS is also using the EAP re-authentication protocol (ERP) which was considered in the previous clause.
Note again that the red colour in Fig. 3 is used to illustrate information elements and procedures which are relevant to FILS.
The signalling procedure shown in Fig. 3 is composed of two parts: 

(1) Initial EAP-AKA’ authentication with extensions to support ERP bootstrapping (i.e. creating keying material in the local ER server and in UE which is used later during the EAP re-authentication); and

(2) The FILS procedure when the UE transits to a new AP and discovers that this AP supports FILS. During this procedure, EAP re-authentication messages are encapsulated within the 802.11 Authentication messages so that a new security context is created between the UE and the AP. This requires 1 round-trip delay between the UE and the local ER server. In addition, during the 802.11 Association procedure the UE receives a local IP address thus there is no need for the UE to execute DHCP procedures after association.

It is evident from Fig. 3 that only part (1) has impact to the 3GPP network.

The conclusion from studying the signalling in Fig. 3 is that:

-
Conclusion 3: To support interworking with WLANs that apply FILS, the 3GPP AAA proxy, 3GPP AAA server and the STa, SWa and SWd interfaces need to be enhanced in order to support the applicable EAP re-authentication procedures specified in RFC 6696.
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Fig 3: Interworking with a WLAN that applies FILS.

4. Conclusion and Proposal
We can summarize our individual conclusions from the deployment scenarios consider above as follows:

-
To support interworking with WLANs that apply EAP re-authentication, the 3GPP AAA proxy, 3GPP AAA server and the STa, SWa and SWd interfaces need to be enhanced in order to support the applicable EAP re-authentication procedures specified in RFC 6696. 
-
From the 3GPP point of view, a WLAN that applies FILS is viewed as a WLAN that applies EAP re-authentication. So, to support interworking with WLANs that apply FILS, again, the 3GPP AAA proxy, 3GPP AAA server and the STa, SWa and SWd interfaces need to be enhanced in order to support the applicable EAP re-authentication procedures specified in RFC 6696.
Based on this conclusion, it is proposed to consider (in a future meeting) a TEI14 CR to TS 23.402 that would specify the stage-2 EPC enhancements for supporting interworking with WLANs that utilize FILS and EAP re-authentication. Possibly, a new clause on "Support of EAP re-authentication" could be added to TS 23.402 which would specify optional requirements for the 3GPP AAA proxy/server to support EAP re-authentication as per RFC 6696.
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